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July 2010 MyTRS Training for Security Administrators

Agenda

(LALENY] Part1 Managing existing employer
users
® Day One in MyTRS

B Ongoing maintenance

e
==
hgu-

Part 2 Adding new employer users
B Adding an existing MyTRS contact
as a user

B Adding a new MyTRS user who is not
already a contact

Part 1
Managing existing
employer users
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MyTRS Training for Security Administrators July 2010

‘ Day One in MyTRS

= All of your current contacts will be added to
MyTRS as contacts and users

= On Day One, all users’ access will be the same:

* Employer read-only user role, giving each user
read-only rights

* Suspended until you “unsuspend” the users’
accounts, allowing them to access MyTRS

* Security administrators will need to:

* Determine each user’s role and update his or her
security rights

* Remove the suspended status from each user
account

= Initially, all employer contacts will be users;
security administrators will add new users as
needed

® To make it easier for you to establish your employer contacts as users, your district’s most current list
of contacts has been uploaded to MyTRS.

m Accordingly, all of your employer contacts will be set up as users and will be assigned to a user
group with read-only access. You will have to decide if they should have additional access rights and
update MyTRS accordingly.

W Initially all users will have no access to MyTRS as their accounts will be “suspended.”

m To grant your users access, you must “unsuspend” their accounts and update their access rights.

MASSACHUSETTS TEACHERS’ RETIREMENT SYSTEM 3
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MyTRS Training for Security Administrators

‘ MyTRS access is based on role

= Roles that have been defined:

* Employer Security Administrator:
Can access all MyTRS functionality and
maintains user set up and security
(including assigning roles)

* Employer User: Can access all
non-security MyTRS functionality, but
cannot access user set up and security

* Employer Read-Only User: Can access
all non-security MyTRS functionality as
read-only

= Initially, all non-security administrator
users will have read-only access until the
security administrator updates user access

B After you log in, your access and read /write capabilities are based on your role.

B The Security Administrator will determine each user’s role and can also tailor access for individual

users.

MASSACHUSETTS TEACHERS” RETIREMENT SYSTEM
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Part 1: Managing existing employer users 6

Administrative terminology:
Contact vs. User

= Contact is created in MyTRS with a person’s
name, title, role and contact information

= A contact does not have to be a user

o = User is created in MyTRS in order to give an
individual access to the application

= A user must be a contact
= If a contact does not exist in MyTRS and
he or she should be a user, the contact

record is created as a result of creating
the user

B An employer contact is someone who either works for a school district, or is involved in its reporting
of MTRS deduction data. If a contact has permission to access MyTRS, he or she is also an employer
user. Employer users manage their employees’ MyTRS data by:

B updating member event information,

B importing and submitting deduction report files to the MTRS,
W registering new employees with the MTRS,

B generating and assigning payments, and

B maintaining user access to MyTRS (security administrators).

MASSACHUSETTS TEACHERS’ RETIREMENT SYSTEM 5
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Part 1: Managing existing employer users 7

View/Update user information

* Click View/Update User Information on the Home page

Thursday, July 1, 2010 | Welcome Irene Gorden

Employer Management

= View Emgloyer Information

= View/Update Payroll Calengar

= Review Emplover Reporis, Billing History & Paymenks
# Process Your Online FFT Payments

Your Members

= View/Update Mamber Information
= Register Employee

Import/Export Files

System Daks

[ Administration Functions

= View/Update User Information

T T T P s o iar Account Sattings

RS 0110 LUCRETIA COFFIN MOTT CHARTER SCHOOL
MASSACHUSETTS TEACHERS' RETIREMENT SYSTEM

(TSN - | A ccount Scitings | Logout

News and Alerts

Emplover training for MyTRS will be held during the month of
July. Registration materials will be sent in June. Fleaze contact
vour Employer Services Representative if you have any
questions.

B We will review the security administrator functions that are performed from the View/Update User
Information link located under the Administration Functions category on the MyTRS Home page.

m The View/Update User Information link is only available to security administrators.

m Using the security functionality, security administrators maintain MyTRS user profiles and user

access rights.

MASSACHUSETTS TEACHERS” RETIREMENT SYSTEM
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Part 1: Managing existing employer users 8

View/Update user information

Thursday, July 1, 2010 | Welcome Irene Gordon !|.N;n-_ Te: *] Account Ecthng= ITLooont

l !!{E! RS ‘ 0110 LUCRETTA COFFIN MOTT CHARTER SCHOO
MASSACHUSETTS TEACHERS® RETIREMENT S5YSTEM

Home » Administration Functions » View/Update User Information

el Add Employer User  User Adiions  Security

®" Four tabs:

" View/Update Employer Users:
launching point for adding/maintaining users

* Add Employer User:
establishing access for users

= User Actions

" Security:
granting read and write access to users

MASSACHUSETTS TEACHERS’ RETIREMENT SYSTEM 7
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Part 1: Managing existing employer users 9

Day one in MyTRS

View/Update Employer Usars

Emaloyers 0110 LUCRETLA SOFFIN MOTT CHARTER SCHOOL

Employer Contacts

[ add | | [ Delste
Conbroks
Active Username Name Status
| CORDA, ROENA Not yet Activated
i T T O Ll e i
['(—" wnelson MNELSOM, WILLLAM Suspanded
|(‘ dmcclain MCCLAIN, DIANE Active
|(‘ Create Account WINTERS, SUZANNA Not yet Activatad
lr ifreitag FREITAG, JOEL Active
|L(‘ ] iklein KLEIN, JILL Active
|p" cdanz GORDON, [RENE Active
[Eﬂ" Create Account ERADLEY, MONIKA Mot yet Activatad

* Reinstate user access to MyTRS by releasing
the account from a suspended status

= Assign user roles and priorities
* Manage user security levels

m Navigate to the View/Update User Information window, and click the Username in the Employer
Contacts section.

8 MASSACHUSETTS TEACHERS” RETIREMENT SYSTEM
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Part 1: Managing existing employer users

View/Update Employer Users

Maintaining employer user information

Emaloyers 0110 LUCRETIA COFFIN MOTT CHARTER SCHOOL
Employer Contacts
[ add | | [ Delste
Conbrols
Achive Username Name Status
“ Create Account CORDA, ROENA Not yet Activated
|"(~' Create Account CORDA, ROENA Mot yet Activatad
['E' wnelson MNELSON, WILLLAM Suspanded
|(‘ dmeclain MCCLAIN, DIANE Active
|(‘ Create Account WINTERS, SUZANNA Mot yet Activatad
[r' ifreitag FREITAG, JOEL Active
I iklein KLEIN, JILL Active
|(‘ rdon? GORDON, IRENE Active ]
|'(' Create Account E;RADLEY, MONIKA Not yet Activatec

MASSACHUSETTS TEACHERS’ RETIREMENT SYSTEM

= Changing a user password

*= Unlocking a locked account

= Suspending (reinstating) user access to MyTRS
= Assigning user roles and priorities

* Managing user security levels

July 2010
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Part 1: Managing existing employer users 11

Using the View/Update window

* Reset a password; unlock an account

* To suspend a user, check the Suspended
checkbox for the desired Application; uncheck
this box to reinstate access to MyTRS

* Assigning access and read/write capabilities;
access is based on user’s role:

* Employer Security Administrators can
access all MyTRS functionalities

* Employer Users can access all MyTRS
functionalities except user set up and security

* Employer Read-Only Users can access all
MyTRS windows in read-only mode

* If more than one role exists, the role with
the lowest priority takes precedence

m The security administrator resets a user’s password when the user does not know his or her
username and e-mail address associated with the account.

m Click Change to display the New Password and Confirm New Password fields.

B Check the Reset Password checkbox to require the user to create a new password the next time
he or she logs in to MyTRS.

B The user’s account will lock automatically after three failed attempts to log in to MyTRS. Deselect the
Lock Account checkbox to unlock the account.

B The security administrator can suspend the user’s access to MyTRS by checking the Suspended
checkbox for the Employer Self Service application in the Application section. The user is prevented
from logging in to MyTRS until the Suspended checkbox is cleared.

B Check or uncheck the Suspended checkbox and click Save.

m A user’s access is controlled by their role and the priority level associated with the role. In the
example above, Employer User would take precedence over Employer Administrator.

® The role with the lowest priority number controls a user’s access.

MASSACHUSETTS TEACHERS” RETIREMENT SYSTEM
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July 2010

Home » Administration Functions » View/Update User Information

View/Update Employer Users [Nl =ylallsi0 = UES SRRV T o ¥ecaely o

Employer: 0110 LUCRETIA COFFIN MOTT CHARTER SCHOOL

Messages(1)
The user information has been updated.

User Details

Username: lx_\'nelson |
Password; s ssesesene (Change)
Tve: [Employer Business =l *

Reset Password
Flag: ¥
Lock Account: r

Workflow
Access: F

Title:
55N:

Prefix:

—
7
[william =
L 1
[Nelson

I jv
Birth Date: Iil,r—'
Sender: @Female

@Male

First Name:
Middle Name:
Last Name:
Suffix:

| s

. Save

Security

( Application )

Application Suspended
Employer Self Service E
( Business Entity List)
+ Controls
Active Employer Name Contact Raole

0110-LUCRETIA

ISunerintendent 'II

COFFIN MOTT

( User Groups )
IErrpk:ryar Self Service ;I [ add 1 ; Deleti;
+ Controls
Active Department Name Priority

“ Employer Read Only User | 100]
E‘ Emplayer User 110]
* Universal Role

( Subscriptions )

+ Controls

Display Name

E News

[ Delete |

=} al

m The window displays the selected user’s information. The View/Update Employer Users window

contains the following sections:

® User Details: Username, password, first name and last name of the user are maintained

in this section.

B Application: For MyTRS users ,the application is always Employer Self Service.

B Business Entity List: The employer whose records this user can access.

m User Groups: User roles are defined here (e.g., Employer User, Employer Administrator).

W Subscriptions: This field cannot be edited by an employer

m To allow the user to access MyTRS for the first time, the security administrator will have to uncheck

the Suspended checkbox and determine the user groups for this user (i.e., user role).

MASSACHUSETTS TEACHERS’ RETIREMENT SYSTEM
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Demonstration 1

Maintaining existing users

Step 1: Viewing and updating user account.

Home » Administration Functions » View/Update User Information

WCTTNLGEVCNS G I OWET VT Add Employer User  User Actions  Security

Employer: 0110 LUCRETIA COFFIN MOTT CHARTER SCHOOL

Messages(1)
The user information has been updated.

u H . .
sername I:T:::cxx:c | Application Suspended
Fasoword (Change) Employer Self Service @
Tvpe: [Empioyer Business x| =
Reset Password
Flag: ~
Lock Account: [~ ( Business Entity List)
Workflow ~
v
A 5
eSS, + Contrals
Active Employer Name Contact Role
] E— c
0110-LUCRETIA :
con. n Superintendent LI
Prefix: Im_ 'I x= =
First Name: [william Ji*
Middle Name: [ ( User Groups )
Last Name: [jglson | *
Suffix: I vl IErrpluyar Self Service LI (2dd ] [Deists ]
5 e — | I A
Birth Date: [ ; +| Contrals
Gender: @Female Active Department Name Priority

@Male “ Employer Read Only User .
[ 110

E‘ Employer User

* Universal Role

( Subscriptions )

+ Controls

Display Name

_E Mews

Save [ Delete |

= I -

m For each of your users:
m Uncheck the Suspended box in the Application section.
B Review the user’s role. If the person...
m Should have read-only access-do nothing.
m Should have the role of Employer User, change the priority on the Employer User
line to a number lower than the Read Only user role. In this example change the
employer user priority to 90.
B Determine if there are any additional security settings you would like to establish for each user.

12 MASSACHUSETTS TEACHERS” RETIREMENT SYSTEM
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Demonstration 1: Maintaining existing users (continued)

Step 2: Resetting a password and unlocking an account.

Home » Administration Functions » View/Update User Information

WV EEEI RS Y Add Employer User  User Actions  Security

Employer: 0110 LUCRETIA COFFIN MOTT CHARTER SCHOOL

User Details

Username: }wn elsan

Password: [ |
Confirm [ |
Password:
Tvpe: | Employer Business LI *

Reset Password W

Flag:
Lock Account: F

i User Details

Username: \nzlsan |

Password: =@ {Change}

Workflow = Tvpe: | Employer Business |
Access: I —

Title: [ |

o —
Prefix: I ™ vl

First Name: |william | *

Middle Name: |:|

Last Mame: |ng|zon | *

Suffix: I ,I
aith Date

Gender Female
Male

® The security administrator resets a user’s password when the user does not know the username and
e-mail address associated with his or her account.

m Click Change to display the New Password and Confirm New Password fields.

® Check the Reset Password checkbox to require the user to create a new password the next time
he or she logs in to MyTRS.

B The user’s account will lock automatically after three failed attempts to log in to MyTRS. To unlock
the account, deselect the Lock Account checkbox.

MASSACHUSETTS TEACHERS’ RETIREMENT SYSTEM 13
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Demonstration 1: Maintaining existing users (continued)

Step 3: Assigning user roles and priorities.

User Groups

I Employer Self Service ll ... Add | | Delste ,

+ Conkrols
Active Department Mame Priority
e Employer Read Only User | 100|
o Employer User | 110|

Default User 2

Default Uzer 2
‘Employer Administrator
Employer User - Employer Services
Emplover Uzer - [T DBA
Rolel - Member Services

= Unive

I

Subscrip

B Access and read /write capabilities are based on the user’s role:
B Employer Security Administrators can access all MyTRS functionality.
®m Employer Users can access all MyTRS functionality except user set up and security.
® Employer Read-Only Users can access all MyTRS windows in read-only mode.

® The role with the lowest priority number controls a user’s access, and, if a particular user has more
than one role, his or her access will be based on the role with the lowest priority number.

B A user’s access is controlled by his or her role and the priority level associated with the role. In the
example above, Employer User (with a priority number of 110) would take precedence over
Employer Administrator (priority number 120).

14 MASSACHUSETTS TEACHERS” RETIREMENT SYSTEM
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Demonstration 1: Maintaining existing users (continued)

Step 4: Additional security: Selecting a user.

Home » Administration Functions = View/Update User Information

View/Update Employer Users  Add Employer User  User Actions

Users

AFFLEBAUM, AMAMDA
BREMT, JOLI
FREITAG, JOEL
GORDON, IREME
KLEIM, JILL

m Navigate to View /Update User Information > Security.

® Use the pull-down menu and select the user.

MASSACHUSETTS TEACHERS’ RETIREMENT SYSTEM 15
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Demonstration 1: Maintaining existing users (continued)

Step 5: Additional security: Selecting permissions.

Home » Administration Functions » View/Update User Information

View/Update Employer Users  Add Employer User

Users

I NELSON, WILLIAK

+ Controls

User Actions

Security

MyTRS Training for Security Administrators

Internal Name
S _EMPLOYER_MAMAGEMENT_MENU

Active

S5_EMPLOYER_MEMBER_MENU
55_EMPLOYER_ITEM_IMPORT_EXPORT
55_EMPLOYER_ADMIN_MENLU

+ Controls

Internal Name
55_EMPLOYER_ITEM_DEMOGRAPHICS

55_EMPLOYER_ITEM_BILLING_ENTITY
55_EMPLOYER_ITEM_WORK_REPORTING

55_EMPLOYER_ITEM_PAYMENTS

Bl - |
m

+ Controls
Active Page Name

n EmployerPages:EmployerDemographics

Client:EmployeradditionalInformation

EmployerPages:EmployerContacts

\

Dizplay Name

Employer Management Writable

Your Members
Import/Export Files

Administration Functions

Display Name

Wiew/Update Payroll Calendar
Review Employer Reports, Billing

History & Payments
Process Your Online EFT Payments

Dizplay Name
Demographics

Additional Information

Contacts

-|Writable when new

Permission Code

IWr'rtabLe vl =
IWri‘tabLe vl =
IWri‘table vl £

Permission Code

View Employer Information Viritakle

I Writable I
IWri‘table vI E:

IWri‘tabIe vl E:

Permission

Writable -
IWr'rtabLe vl =
IWri‘tabLe vl g

W Select the permission codes for the menu, window and page.

m Click Save.

MASSACHUSETTS TEACHERS’ RETIREMENT SYSTEM
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Notes
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Part 2
Adding new employer users
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Part 2: Adding new employer users 14

Adding an existing contact as a user

Home » Administration Functions 1 View/Update User Information

ARG EVCRT TR Add Employer User  User Actions  Security

Employer: 0110 LUCRETIA COFFIN MOTT CHARTER SCHOOL

Employer Contacts

[ add ] | [ Delete ]
+| Contraks
Active Uszermame Mame Status
Create Account CORDA, ROENA Not yet Activated
[e] Create Account CORDA, ROENA Not yet Activated
|(‘- wnelson MNELSON, WILLIAM Suspended
ILr“_ dmeclain MCCLAIN, DIANE Active
[ (‘-: Create Account WINTERS, SUZANNA Not yet Activated ]
Fall jfreitag FREITAG, JOEL Active
|’"(~" iklein KLEIN, JILL Active
'F': igordon2 GORDON, IRENE Active
[ 2 Create Account BRADLEY, MONIKA Not yet Activated ]

* View/Update User Information: Launching point for adding and
maintaining users

® All of the employer contacts are listed on this window
* To add an existing contact look for the Create Account link

MASSACHUSETTS TEACHERS’ RETIREMENT SYSTEM
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Demonstration 2

Adding an existing contact as a user

Step 1: Identify the existing contact.

Home » Administration Functions ;. View/Update User Information

WETHLGE GRS VY Add Employer User  User Actions = Security

Employer: 0110 LUCRETIA COFFIN MOTT CHARTER SCHOOL

Employer Contacts

; add | | ‘ Delete J
+ Controls

Active Username MName Status
iyl Create Account CORDA, ROENA Not yet Activated

=l

Create Account CORDA, ROENA Mot yet Activated

wnelson NELSOMN, WILLIAM Suspended
dmcclain MCCLAIN, DIANE Active

Create Account WINTERS, SUZANMA Mot yet Activated
ifreitag FREITAG, JOEL Active

lkclein KLEIN, JILL Active

igordon2 GORDON, IRENE Active

Create Account BRADLEY, MONIKA Mot yet Activated

m Contacts become MyTRS users when the security administrator creates a user account. To create a
user account, you follow a four-step process:
W Select a contact with the Create Account link in the username.

B Add employer user.

B Set up user actions.

m Establish security.

m For each employer contact, the following information displays:

B The username, or the MyTRS login identification

m “Create Account” if the contact does not have a MyTRS username.

B The name of the employer’s contact

® The Member Status which indicates whether the contact can access MyTRS:
B Active: the contact is a MyTRS user.
m Inactive: the contact is a MyTRS user, but access to MyTRS is no longer available.
m Not Yet Activated: the contact does not have access to MyTRS as a user.

B Suspended: the contact is a user, but access to MyTRS is currently suspended.

20 MASSACHUSETTS TEACHERS” RETIREMENT SYSTEM
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Demonstration 2: Adding an existing contact as a user (continued)

Step 2: Create a user account.

Home » Administration Functions ;. View/Update User Information

Add Employer User  User Actions  Security

View/Update Employer Users

Employer: 0110 LUCRETIA COFFIN MOTT CHARTER SCHOOL

Employer Contacts

[ add ] | [ Delete |
+ Controls
Active Username Name ==
] STERETIIT CORDA, ROENA Mot vet Activated

I Create Account CORDA, ROENA Mot yet Activated
@ wnelson NELSOMN, WILLIAM Suspended

[ dmcclain MCCLAIN, DIANE Active

;'_?' Create Account WINTERS, SUZANMA Mot yet Activated
[C ifreitag FREITAG, JOEL Active

O lkclein KLEIN, JILL Active

i_:_j igordon2 GORDON, IRENE Active

=] Create Account BRADLEY, MONIKA Mot yet Activated

m To initiate the process of adding a new user who is already a MyTRS contact, click Create Account.
The Add Employer User window will appear.

m The View/Update Employer User window is used to activate an employer user’s account for an existing
contact and to create new user accounts.

MASSACHUSETTS TEACHERS’ RETIREMENT SYSTEM 21
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Demonstration 2: Adding an existing contact as a user (continued)

Step 3: Add the employer user.

Home » Administration Functions » View/Update User Information

WView/Update Employer Users EEGGRSGlOUCTEVEETS  User Actions  Security

All fields are required. The password is case sensitive.

(Al::l::uunt Profile Setup )

Person: | | ITHER, JESSICA

Username: jluther
Enter New Password: |ssssssssss

Confirm New Password: [sessssssss|

. /

([ submit | )[ cancel |

Add Successful

B Enter username (e.g., first name initial + last name)

The employer user has been successfully added.

B Create a default initial password

m Clicking the Create Account link for a contact opens the Add Employer User window. You will be
prompted to fill out the following fields:

® Username: The unique identification created by the employer’s security administrator. The
suggested format is the first initial of the first name and the full last name (e.g., Lisa R Rose is
Irose). If the username already exists, try using the first initial of the first name + middle initial
+ full last name (e.g., Lisa R Rose is Irrose), or a number after the username (e.g., Irose2).

m Enter New Password: Enter the default password for the user. Passwords must meet MyTRS
requirements.

® Confirm New Password: Re-enter the password to verify and confirm the entry.
m Click Submit. A message will appear to indicate that the user has been added, and the User Actions

window will then open (see next step).

22 MASSACHUSETTS TEACHERS” RETIREMENT SYSTEM
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Demonstration 2: Adding an existing contact as a user (continued)

Step 4: Checking user access information.

Home » Administration Functions » View/Update User Information

UL BV S Gl T MY Add Employer User User Actions  Security

Employer: 0110 LUCRETIA COFFIN MOTT CHARTER SCHOOL

User Details d R )
Application

Username: |j|_uther ]

Password: *******% (Changa)

Application Suspended

Employer Self Service

Type: I Employer Business LI *
Reset Password
Flaa: ¥

Lock Account: [~ Business Entity List

Workflow
Access: |7
+ Contraols
: Active Employer Name Contact Role
Tite: [ ] 0110-LUCRETIA Deducton Rep
SSN: l:l COFFIN MOTT
Prefix: Iﬁ CHARTER SCHOOL
First Name: [1zccica et
Middle Name: [ ] User Groups
Last Mame: ||, cher ] *
Suffix: ﬁ [Employ=r Seif Servics =l [ add | [ Delete |
. L Aga | Delete |
Birth Date: -+ Contraols
Gender: Female Active Department Name Priority

Save | | Delete

n Emplayer User

* Universal Role

Subscriptions

-+ Controls
Display Name

News
G J
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Demonstration 2: Adding an existing contact as a user (continued)

Step 5: Review the Subscriptions setting.

Home » Administration Functions » View/Update User Information

View/Update Employer Users  Add Employer User [EUESEsLiM Security

Employer: 0110 LUCRETIA COFFIM MOTT CHARTER SCHOOL

Subscriptions

Display Mame

( |7 MNews )

Save | [ _Reset |

L= =] b

m The User Actions window displays the subscriptions for the employer user.

B At this time, this window is view-only for all employer users, and News is the only subscription
available.

W By default, all employer users have access to the News subscription and the checkbox should already
be checked for all users. However, the security administrator should ensure this checkbox is checked.

m Click Save. The Users list on the Security window will open. Select the user to proceed to set up
access rights for the user (see next step).
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Demonstration 2: Adding an existing contact as a user (continued)

Step 6: Establish security settings.

Home » Administration Functions » View/Update User Information

View/Update Employer Users  Add Employer User  User Actions [E=l=isl]gisY

AFFLEBAUM, AMANDA
BRENT, JOLI
FREITAG, JOEL
GORDOM, IREME
HLEIN, JILL

B Select the user.
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Demonstration 2: Adding an existing contact as a user (continued)

Step 7: Establish security settings (continued).

Home » Administration Functions  View/Update User Information

Wiew,/Update Employer Users = Add Employer User  User Actions

| NELSON, WiLLIAM 3

-+ Controls
Active Internal Mame Display Name Permission Code

n 55 EMPLOYER_MAMAGEMENT MENU Employer Management Writable =
55_EMPLOYER_MEMBER_MEMU Your Members Iw,—ﬂabb vl *
S5_EMPLOYER_ITEM_IMPORT_EXPORT Import/Export Files |Wr-,tﬁb|e vI *

55_EMPLOYER_ADMIN_MENU Administration Functions
\| VVritable when new

+ Contrals

Active Internal Name Dizplay Mame Permission Code
n 55_EMPLOYER_ITEM_DEMOGRAPHICS View Employer Information Wiritable =

S5_EMPLOYER_ITEM_BILLING_ENTITY View/Update Payroll Calendar [wiritable -] =

S5 _EMPLOYER_ITEM_WORK_REFPORTING Review Employer Reports, Billing IWritable .I *

History & Payments

S5 EMPLOYER_ITEM_PAYMENTS Process Your Online EFT Payments IWritﬂble .I -
Pages

+ Contrals

Active Page Name Dizplay Mame Permission

n EmployerPages:EmployerDemographics Demographics Writable -
Client:EmployerAdditionalInformation Additional Information Iwrﬂﬂbb vl -
EmployerPages:EmployerContacts Contacts Iwritgme vl =

m The Security window refreshes and displays the user’s security permissions.

m To change the permission for a menu item of a window, click the Active radio button for the window.
W Select the Permission Code from the pull-down.

m Click Save.

B The security permissions are updated for the user.
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Part 1: Managing existing employer users 16

Adding a user who isn’t a contact

Home » Administration Functions » View/Update User Information

WUV G E RSNl Add Employer User  User Actions  Security

Employer: 0110 LUCRETIA COFFIN MOTT CHARTER SCHOOL

Employer Contacts
[ add | Delete |

Activa Uzarname MName Etatus

] Create Account CORDA, ROENA Not et Activated

i(" wnelzon NELSON, WILLIAM Suspandad

i?: dmeelain MCCLAIN, DIAME Active

;E: Create Account WINTERS, SUZANNA Not yet Activated

[ ifreitag FREITAG, JOEL Active

i_f:. iklein KLEIN, JILL Active

!(“': gordon2 GORDON, IRENE Active

e Create Account BRADLEY, MONIKA Not yet Activated

= View/Update User Information: Launching point for adding
and maintaining users

* You may need to add a user who is not a contact
* Click on the Add button to initiate the process
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Demonstration 3

Adding a new user who is not already a contact

Step 1: Start at the Add Employer User window.

Home » Administration Functions = View/Update User Information

View/Update Employer Users EGERSGlIYCIRIECIE  User Actions  Security

All fields are required. The password is case sensitive.

(Elusiness Entity List)

Username: ' ‘ x +| Controls
Password: | j=* Active Employer Name Contact Role
Confirm | § = 0110-LUCRETIA COFFIN MOTT -
Password: - @ CHARTER SCHOOL _I
Type: I Employer Business ;I *

Reset Password
Flag: |7
Lock Account: r

Workflow
Access: |7

Title:
55N:
Prefix: Iﬁ
First Name: *
Middle Name:
Last Name: *
Suffix: lﬁ
Birth Date:
Gender:

“ IFemale
& male

| Submit | | Cancel |

m To get to the Add Employer User window, go to Home > Administration Functions > View / Update
User Information and click on the second tab, Add Employer User:

B There are two main sections on this window:
B New User
W Business Entity List

W This creates a contact profile in MyTRS.

B The security administrator must notify the MTRS to enter the remaining information for the
contact record.
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Demonstration 3: Adding a new user who is not already a contact (continued)

Step 2: Provide basic account info.

- ~

P

MNew User )

Username: |5g|-:u||:| *

Password: |.|..|..|..|..|..|..|..|..|..|.

Confirm |.|..|..|..|..|..|..|..|..|..|.
Passwaord:

Tvpa: IErrplD‘g,rer Business ;I 4
Reset Password
Flag: v
Lock Account: r

Workflow
Access: p

Title: | |

Prafix: I = I

First Name: |5z | *

Middle Name: |:|

Last Name: |35,|4 | *

Suffix: I = I
awth Date

Gender Female
Male

m Fill in New User fields following the guidelines for creating a username and password.

B The security administrator must notify the MTRS to enter the remaining information for the contact
record.

m Fields in yellow and marked with an asterisk are required.
m Complete the fields in the New User section of the Add Employer User window.
m Enter a unique Username. The recommendation is the first initial and full last name (e.g., rbrown).

m Enter a default Password and retype it in the Confirm Password field. This must follow the password
requirements (e.g., Password #1).

W Verify the Reset Password Flag checkbox is marked. When marked, this checkbox requires the user to
change their password upon their next login.

m Select the Employer User Type from the pull-down field. The valid options for the user classification
are: Employer Business and Employer Vendor.

m Enter the user’s Title, Prefix, First Name, Last Name and Suffix.

MASSACHUSETTS TEACHERS’ RETIREMENT SYSTEM 29



July 2010 MyTRS Training for Security Administrators

Demonstration 3: Adding a new user who is not already a contact (continued)

Step 3: Complete the Business Entity List.

7
\Elusiness Entity List)

+| Conkrols
Active Employer Name Contact Role

0110-LUCRETIA COFFIN MOTT
CHARTER SCHOOL

Accounts Pavatble
Accountz Receivable
Contract lzzues
Deduction Reporting
Enroliment/Status
Federal Grantz

T

Mizcellaneous

Retires Insurance Coordinator
Salary Verification
Security Administrator
Service Verification
Supervizony Onhy
Superintendent
Workers Comp/Dizability

Add Successful

The employer user has been successfully added.

m Complete the Business Entity List section.

m Click Submit.

B A message window appears verifying the information is saved.
B You have now successfully added a user.

m Proceed to complete the Business Entity List section. Select the Contact Role for the user from the
pull-down field (e.g., Accounts Payable).

B Click Submit to save the user’s profile.

B A message window appears verifying the information saved and then the View/Update Employer Users
tab automatically displays.

m Verify the new user appears in the Employer Contacts section of the View/Update Employer Users tab.

® You have completed adding a new employer user.
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MyTRS Training

For Security Administrators

Questions?
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Notes
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